60017A

(57)

Crioeid noOynosn sHcokoseniniianx sdatancopanux Oynesux QyHKOIH 3 KOWIPOIBOBAHMM
anrebpaiuHMM  CTCIEHEM, 3ACHOBAHMI HA BHUKOHAHHI  KOHKATGHALLT Oynepux  QyHKmif,
OTPUMAHAX UUBXOM MoaHikail Senr Gyukiid, pesyiasraroM akoi ¢ kpunrorpadiuno crifika
(pyHEILS, AKAH BUPISHACTLCA THM, IO NPOLEAYPY KOHKATeHAT Tphox Gyierny Gpyirkmiil na
Vakats A€ kK2 |, BHKOHYIOTE 3TLTHO 3 BHPAsoM

8(X1, X2, oo, Kaknr) = xq(filxa, o0y Xopn) B

(X o0e s Xk} @h (X2, 000 s X)) B

B (%2, oo X YR h(Xs, L Xaker)s

ae fi(xa, o Xaket), f2lX2, o0 Xager) - Benr yeruil Hag Vo, h (X2, .., Xopn) - HEKOHCTARTHA
athinna GyHKuin Hag Vag; 20Xy, X2, -0 5 K21 - OTPHMAHA BHCOKOHETIHIINA sDaiancopana Gyiesa
thyrkiisn vag Vg, a npoueiypy xoskateHatlil Tpehox Oyiernx (ynruiit wajy Vi, me k = 1,
BHKOHYIOTD 3T1IH0 3 BUPA3OM

2%, Xz, oK) = Xuffi(Xay 000 X)) @

@fg(}ij,, § g .!'.;l_k:} Eh (.‘-'ij, R ng)} @

D xaf (x5, o0 X)) Blaxa, ..., x2) @

& h {K;;. # T KZk-}J @112{,*3, Sy ng-} i

Dho{xa; oo X,

me Fiixa, o, Xakds Ba(Xa, oo o Xaw) - Denr PyHrUT Hag Vags, h (X3, ..., X2,) -HEKOHCTAHTHA athinna
(yuriia mam Vo, .20 g(X, Xz, X3, 0.0, X23) - OTPHMANA BRCOKOHETIHINNA sGanancoBana Dviena
(pynxiis Hag V.
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| HAY KM YKPATHIA 0 I-I M C :me;.; :"‘;?1 :L;;m
/ e EHacHUKE
R T [0 DEKNAPALIAHOIO NATEHTY RaTsHTy
BRACHOCTI HA BW HAKLU‘

{54) CNOCIE NOBYOOBW BMCOKOHENIHIMHWX 3EATIAHCOBAHWX BYNEBUX @YHELIA 2 KOHTPONLO-

BAHMM ANEEPAIYHUM CTENEHEM

(21) 2003010323

(22} 14.01.2003

(24) 15.09.2003

(46) 15.09.2003, Bion, M2 &, 2003 p.

(T2) Maoriit Cnekcaspp Bonoguwwwposwd,  [30eHKo
Hopi  Anatonifiosus, [onosawwy  Ceprili Axa-
TOMROBKY

{73) AAPKIBCEKIAA HALIQHANEHAA
YHIBEPCWTET FAQIQENEKTPOHIKA

{57) Cnocit nobBynoed BUMCOKCHENIHiRHWX 30anaHco-
BaHWX ByNeBnx hyHELIR 3 ROHTPONLOBaHMM anrebpa-
UHUM CTENEeHEM, 3RCHOBAHMA HA BWKOHAHHI KoOHKaTE-
Haul  Gynesnx  diyHELIR,  OTPUMEHWE  WWNAXDM
moduthiaull BedT diyHELIR, peaynsTaToM AKOT € KpM-
nrorpadiuio Crifka hyHKif, XM BigpiaHAETLCA
MM, W0 NPoUSoYRY KoHkaTeHaul Tpeox Gynesux
thyHiuiid Han Vo, A8 K21, BAKOHYIOTE SMOHO 3 BY-

pason
alxe, Xz, o, Kaesr) = Xalfilda, oo o Ypwer) &
B fana, ..., Kansr) Bh i ., X)) &

2
B (2, -0 KB o oo, Baier),
ae filxz, 00 Xawe), Talie, o0 Fopes ) = GenT chyHiUil Hay
Mok B (%3, .., ¥peq) - HEKOHCTAHTHA atbinia yHEUiR

Hag Vo g, Xz, ..., Xooq) - OTPMMEHA BMCOKOHEDNT-
HilHa abanadcopaHa Dyneea dyHiLin Han Voo, 8
NPOUeAYRY KoHEaTEHaUT Tpeox Byneswx thyHruill Hag,
Vig e k 2 1, BUKOHYIOTE 3MOHO 3 BARE3I0nM

s, %, oo X)) = alfalds, o, Xe) B

@fz{l'ls, vy M) Erh (M3, e o Xkl &

@D xelfr(xs, .., ) Dol .., xa) D

Bh (s, .., ) Blafxa, ..., %) ©

B hixa, .. . %),

Ae G, oo %), Telda, 0, Xek) - Gewm dhysuil wag,
Wakp, D (X, ... , Xox) -HENOHCTAHTHA adinHa dyHrLin

Ham V.o g, ¥2, X, .0, Xag) - OTPUMEHE BUCOKDHE-
NiHiiHa abanakcopada Bynesa dyHELA Hag Vo,

JanponoHoBaHwi Bvsaxia BlQHOCHTLCA A0 BBTO-
MaTHEM # obarcnioBancHo TExHikM | Mowe OyTh Bu-
KOpMETaHWE, 30KDeMa, Y CUETEMEX KpuiTorpadhiiHora
saxvery iHdopmauii,

Bigomwi  cnociB nobyposn  BUCOKOHENIHIAHWX
aGanancosannx Syneswx hyHkyuii {ane. B. Prensel, R
Govaerts, and J, Vandewalle, "Boolaan functions sat-
isfying higher order propagation criteria” in Lecture
Motes in Computer Science 547; Advances in Cry-
plology: Proc. Eurocrypt'81, 1991, pp. 141-152. Ber-
lin: Springer-\erlag), AacHopavMiA Ha KoHRETEHAL
Gynesnx dyHruiid. [ins BrkoHaHHA NoGYAOBY BUKOPK-
CToRYeTLCA Bynesa dyHrUiA T Haa sagaqmm BekTop-
M npoctopom Voo Mpy usowmy nobygosa crnana-
ETBCA 3 HACTYNHWX [BOX ETanie: BUDOpY HenHiEHOT
thyHLiT f, AKa MEE HYNBOBI JHAMEHHA B cnexTpl Yorn-
W&, PeayNbTATOM RKOMO & NpoMinka Gynesa qiyHkLis,
fonasanna noTpiiHol niHidHoT dyredii b Hap Vy, pe-

IYNETATOM FAKOTO & BMCOKOHERIHIAHA sbanadcosaHa
Gynesa dynruia. Anredpaiiimi crenive oTpumMaHcl
dhyrkuil nopierios anreBpaiuHoMy CTENIRID NoYMaTko-
soi thyHrLl .

Hapepeunid adanor notpebye Gararo dacy gna
noBynoen KpunTorpachiMEo cTidknx Gynesinx dyHkuii
38 PEXYHOK HeoBXigHOCTI IHEXOMMEHHA HENHIAHWX
thyHKLIA 3 HYNEOBWMK 3HAYEHHAMK B iXHBEOMY CRexkTpi
Yonwa Ta nowyky HeoBxigHot niniddal dyrkuil b, Aaka
Mowe ByTW aHaRMEHa LINAXOM NOBHOMO nepetopy
HaE BCiMa NIHIBHWMA yHkLiame Hag Ve,

HalGinbi Gnuaskun No cykynHocT cadak oo aa-
NponoHoeaHero cnocoby & cnociD nobynosy BNCOKO-
HeniHiAHW 30anaHcoRannx Gyneanx dyHedil {(ave, J,
Seberry, ®X.-M. Zhang and ¥.Zheng, "Nonlinearily and
Propagation Characteristics of Balanced Boolean
Functions", Information and Computation, Vol. 118,
Mo 1, pp. 1-13, 1885.), sacHOBaHWA HA KOHKETEHaUT

{11}60017 {13]A
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Oynepux chyHkUiid. MoBynosa ckNagacThcl 3 BUKO-
HaHHA KCoHKaTeHaul Byneswx yHELIR, OTPHMaHIX
wnAxXom Moguikauil Bedt dyHELR, pe3ynLTaTomM
AKOT € BUCOKCHENIHIRHA sbanancosana Gynesa diyHi-
Wia, Mpouenypa suroHasia koHkaTedaull gaox Gyne-
BHX DYHELIW HAR Vopaq, A2 K21, OTPMMEHKWK WARXOM
mogrpikaull GedT yHKUl, ONHCYETLCH HACTYNHMM
BURA30M )

%122, Mok )20 TR Wl e, o BT M2, e
h+1::|.

BB Ty, Mo ), T, Kok ) - e hyHILUI Han
Wou Ol%eXz. o Xzod] - OTPUMAEHE  BUCOKOHERIHIAHE
sBanadcosana Bynesa qiyHELIR Hag Vo,

MNpoueaypa BYKDHAHHA KOHKETEHALT 4YOTMPLOX
Gyneswx DyHKUIR Hag Vo ge K21, oTpuMaHux wns-
®om moguibirauii DedT DyHEUIR, oNWcYeTECs HaCTY-
HEM BIpaE0mM

3
Q{x.w=|§)Du,{y}ﬁ{x}.

ag fx) - GedT thynkudlil Hag Ve ys(ysve),
=Xy, Keee) TE W, & BEETOROM HAg Ve 4me uinouw-
CENLHE NPEACTABNEHHA J0pIBHIE i) gy, x) - oTpWMa-
Ha BUCOKOHENIHIAHA sBanaHcosaqa Gynesa diyHELiA
Haa Vo,

DyHrUiA, obumcneda Hal Vi £ 26anadcoBa-
HOIO, Mae Heninimics N=2™-2° va anreBpaiunmii

crenine dEg{g};m?x{dsg{f|{xj}l}+1 . Dymruis, obuu-

CNeHa Han W g 36ANAHCORAHOI, MEE HERHIRHICTE
Ngzz®12F Ta anretpai-Hmi CTEfiHB

deg(g)= max{deg(fx))j+1.

Mpw peanizauii TexHMHOO pilieHHa, NPBRHATOM
3a npoTomn, notpibHo Gararo uacy ann nobynoen
KpunTorpadpivHe cTiloix Bynesunx iyl Han Yy, 3a
paxyHor HeobxigHocTi noGyaoew qoTHpsox Gent dy-
HELIH 3 HeobBxigHEMK BNacTUBOCTAMK, ERIM TOrg, ma-
KCHMaNeHWA  anrebpainni orenive deglg, X)), wo
NOpiEHE BnrebpaiMHOMY CTENEHI0 OTPUMaHNE diyH-
KL deq(q), MamTs NWLE T KOOPAWHETA, WO 3HAXO-
OATLCA B HARA0BWOMY fopaHky dyHeuil, npeacras-
nenux B anreGpaibdil HopmaneHii diopmi, pelwTa
KDOPOWMHET MAE MeHWWi anrebpaluiuil creniHe, wWwo
FHMHYE KPMATOrpathiMHY CTifkcTe 4o atakm kpunToa-
Hanisy MeTogon qudiepeHuianie smix nopaakia,

B ocHosy BuHaxony NOCTABNEHA 380843 CTEORK-
T cnocib nobygoay BucokoHeniHiRHWx 36anancopa-
HIUX Bynesumx dyHELIR 3 KOHTROMOEMMM anrebpaiy-
HAM  CTeneHeM, SR A03B0NME  Bu  Byoyeatw
BACOKOHENIHIAN 3Danancosanl Byneai dyrruii 3 Hu-
SbEMMI YECOBNMK BWTPETAMW Ta KOHTROMOEMWM Aar-
refpaluHun CTENEHEM KOMHOT KOODOMHAET IABARKK
BUKOHEHHID Npousaypy koHkaredauli Gynesux dywyHk-
Uil 38 Honomoron HOBWX BUPa3iE.

Tarwi TexHiuHWA pesynsTaT Mome BYTH oTpuMa-
HUA, AKWO ¥ onocolbi noSynoBu BUCOKOHENIHIFHMK
abanavcosaHy Bynesux iyl 3 KOHTPOMICEMIM
anrebpaiyHuM CTENEHEM, JECHDBAHOMY Ha PHKOHEHH
koHkaTEHAU Gyneenx yHELIR, OTPHMaHWE LWNAXoM
mogmdbiayiil BeHT diyHruil, pesynsTaTom gkol & kpu-
nrorpadiyHe crika yHKUIR, 3D 3 BUHAXoOOoM,
Npoueaypy koHkaTedauil Tpeox Bynesux diyHELiR Hag
Wewrr e K21, BMEOHYIOTE 3MQHO 3 BHUpasoM:

T R TRy Lo 14 116 TS e IOk 16 T e |
L= B S G L 1 T 5 ST IR W )3 S o e
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ae faxe. . e ), falde, Xod, - BedT chymKuil
Hay Var hixz....Xawt) - HEKOHCTEHTHE adivHa dhyHie-
uia Han Vo i Mo, dopea) - OTPUMEHE BUCOKOHEN -
Hiliva 3banaHcosana Gynesa dyHkuin Hag Ve 3
NPoUSOyRyY KoHKETEHaUT TPRoX Bynesns yHELR Han
Vo, e K21, BHKOHYIOTE 3riaHO 3 BUpR3I0M:

=Xz, =, Ka) Bfalxa,... Ko,
Bh{xa,... Xa), Ealfalxa,. .. Had, B ¥, Mz,
Bh{xa,. g, Bfalxa,. . xak), B, Ke),

ne filxa,... %), folx,. . xm) - BenT dymruii wag
Vaka, D{xs,... %z:) HEROHCTaHTHE adiibHa hyHKuR Hag,
Woua! O%1,%2,45,... ¥2x) - OTPUMAHE BUCOKOHeniRiAHa
abanadHcosada Bynesa gyHELia Hag Vo,

PYHELA 0 Hap Ve & 3BanaHcosanoe giyHKui-
€i0, M3E HeniHidHiCTE N@Ezk—zk Ta anrebpaiynumi cre-
niHe  komHol koopaweath deglo) = (degifi(x)) =
degifz(x)}} + 1 =deg(g, x,}, i =1,..., 2k + 1. DyHkuia g
Han Ya € 3banaqcoBaHon DYHKLIEK, Mae HeniHik-
HicTe Ny > 29 - 2* ta anrebpalunmil crenive KomHol
woopanHaTh deglg) = (deg(fiix)) = deg{f(x))) + 1 =
degla, %) =1, 2k.

Takum 4MHOM, BMKOHEHHA NPOLUSAYPY KOHKaTE-
HauiT Gynesux yHkUii 38 AONOMOTOI0 3aNPoNoHoBa-
HWX BMPA3IE NOIBONAE CKOPOTUTH YAC, NaTRIGHNR ans
noByaoBy BUCOKOHENIHIRHW: 36anaHcosanny Gyne-
BUx QyHKUIR Han Va8 2 pasw a paxydok noBynoem
nivwe aeox HeHT gyHELIR, Ta nigenerT cTifkcTe go
ATakH KpUNToaHANEY MeToqoM quchepeH iania suix
nopsAnkie 3a paxyHok koHTpont anreBpaiutoro creni-
HA KOMHOT KOOPAWHATH.

Cnocit noBynoeM BUCOROHENIHIRHWY aDanaHco-
BaHny Gynemw iyl van Vo 3 KOHTROMICEMIM
anrefpaiuHiM CTEeNeHeM KOMHOT KOOROMHATU MOME
ByTH peanisoeaHvi Takum “YMHOM; BukowyeThcR no-
Bynoea Gext diyeruil fida,... e ), HED Vo TakMM
HMHOM, WO 0BWpaeTLCs AOBINLHA keanpatiyHa GeHr
thyHILIA 3 AGAABAHHAM HENIHIRHOTD OOAZHKY BHOY X
Hy...¥zk TE PAXYETLORA KiNbKIGTL "0" Ta& "1" & 17 suxigHii
nocnigoexocTi, BukonyeTeca nobyqosa Gent diyukui
Ry ... Mzke1 ) HED Vo TAKMM HUHOM, WO OBUPEETECH
[OOBINLHA KEASPATHUHA BedT dyHiUin 3 AooasaHHam
HenikiiHOro aonaqHiy BrOY Xa X X, Hani eunagroso
obMpaETeCA - HEKOHCTaHTHA  adinva diyHruls
N{¥z,.. 0 Keeet), HEA Vo, TA pAXYETLCH KINEKICTE "0" Ta
“1" b emxigHid nocninoBHOCT KoOHKETEHAUT (DYHKLR
f2Bh, Mo kinexicts "0" Ta "1 B suxigHil nocninos-
HocTi T4 popiedoe kinekkocT "0 ta "1" 8 Buxigsii no-
crigoeHoct! fh, To diyHELIA B KoMONEMEHTYETLCH
OpvHKHLEID: b = h @ 1 IHanue - He KOMI1NEMEHTYETh-
oA, Micna enanavenns f, f2 Ta h BUIKOHYETBCA 3acTo-
CYBEHHA mnpousaypy nobyooed  BuooKoHeniHifHm:
sbanancoeadnx Bynesw: dyHrUiB Haa Ve arigHo a
BUPEI0M:

alxnz, - e bl le, L omen) Sl Neen)
EBhxa,. . Ko ) Efalda,.. . Ko ), DR, K],

FesyneTarom 3acrocyBaHHs € dyHKlia g 3 Buco-
KM KDNTOrpadis HMM Y NoKaaHMKEMY cTikocT]. Hag
Vor NoByaoea sucokoHeniHifHKx sBanancosaqmy Gy-
NeBVX IYHKLIR 3 KOHTPOMKEMUM anrebpaiuHum ore-
NEHen KOMHO! koopowHaT Mome Bytv peanizosada
TEKWM YWHOM. BukonyeTed noBynosa Deqt dyHrwil
fi{%a,--- k) HaO Vo TEEUM SMHOM, WO oBUpasTLCA
OoRiNEHA KEagpamuHa BenT dyHkUisn 3 nonasaHHam
HENIHIAHOND AONAHKY BUOY X3 Xs... Xzt T8 PAXYETLCA
KinekicTs "0" Ta "1" 87 eMxgHiIR nochiposHocT. Buko-
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HYETECA NoDyaoea SeHT diyHRU fafxs,. .. Ko HET, Vaka
TENAM YUHOM, WO 0DMPaETEEA A0BINEHA KBAEPATUYHA
BeHT hyHRUIA 3 JOOaBAHHAM HeRiHifiHoro gopaqky
BMOY X4 %% Hani BukoHyeTecs nobyaoea eunagn-
(B0l HEKOHCTAHTHOI athiiHol dyHrUT hix,... X2) Hag
Wi TE PAXYETLCA KiNbicTs 0" Ta "1" B BuxigHiid no-
chinoeHocT koHkaTeHaul dysigi & ©® h, Pl gine-
Kicte “0" Ta "1" B BUXiOHIA nocninosrocTi f; nopiBHoe
Kinbkoct "0" Ta "1" B BUXigHIA nocnigoewocTi f2 @ hTo
DhyHKLIA N KOMNNEMEHTYETLCH OWHALEID: h = h @& 1,

60017 6

IHEKWE - HE KOMNNEMEHTYETLCA. [Ticns BUaHadeHHRA
fi, f: T8 h BMKOHYETBCA 3acCTOCYBAHHA NPOLEOYDH
nobGygosn BUCOKOHENIHIRHWK aBanaHcosanny Gyne-
B hyHRUIA Hag Vo arinHo 3 pupazom:

a1z, Kok )=HalFi{Xa, .. Haw) b ),
Bh{xs,.... %), LERCTE RS COS T ) Bl s, Xakh
Bhii,... o), SBfalxa,... o), Bhixa,. . xen),

FeaynkTaTom aactocyBania & dyHKUis g 3 BUCD-
BN HPUNTOPAGIYHHMI NOKaaHKKaM I cTikooTi,

Komn'iotepra sepctia C. Bonobyes

Mignucano go gpyey 06,10,2003

Tupax 34 npwe,

MiiCTERCTED Dram | Haym YepaiHn
Hepxasrul aenapTamedT inrenesryansHol Bnachocti, Jlseiecska nnowa, & m. Keie, MCT, 04655, Yepgine
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