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(37}

Cnocid  nobygoen BucokoHeniniiMux 30anaHcoBaHux Oynesux yHKLIR,  SKAi
JaCHOBAHWW HAa BWKOHaHHI KoHkaTeHauil Bynesux yHKUIKR, OTPUMAHWX LLNAXOM
moaudpikauii SeHT-thyHKUIR, peaynbTaToMm sikoi € kpunTorpadiyHo cTiika thyHKUIR, B
AKOMY Npoueaypy KoHkateHauil ABox Bynesux yHKUii Haa Va1, g€ K = 1 BUKOHYIOTL
3rigHo 3 BUpasom

QX1 X2y ooy KXo w)) =Xz, o0, Xak ) @D (Xs, ..., Xonel) (X1 @ 1),

pe fixz, ..., %k «) — BeHT-PyHKUIA Hag Vo, h (Xa, ..., Xows) - HEKOHCTAHTHA athiHHa
pyHKUis Han Vo, g(X1, Xz, ..., Xok +1) - OTPMMAHa BUCOKOHeNiHiNHa sbanaHcosaHa Gynesa
PyHKUIS Hag Va1, @ npoleaypy KoHKkaTeHauii asox Bynesmx dyHKUIA Haa Vo, ae k =
1, BUKOHYIOTh 3riAHO 3 BUpa3om

G(X1, Xz, X3..., X ) = f(xa, ..., %ok ) @ (@%@ 1) h (X5, ..., Xoke))

Ae f(xa, ..., Xak) — BeHT-thyHKUIA Hag Vaez, h (Xa,.., Xak) - HEKOHCTAHTHE adhiHHa hyHKLIA
Hag Voka! 9(X1, X2, Xa.., Xox ) - OTpPMMaHa BWCOKOHENiHiiHa sbanaHcosaHa Gynesa
(PyHKUIA Haa Vax, AKMIA BIAPI3HAETLCA TUM, WO A03BOMNAE ByayesaTii BMCOKOHEMIHIHI
s3banarcoBaHi Oynesi YHKUIT 3 HW3LKUMU 4aACOBUMM EMTPataMi Ta BWCOKOKO
HenepenbauyBaHICTIO BUXIOHMX 3HaYeHb QYHKUIN 3aBOAKK BWUKOHAHHIO npoueaypu
koHkaTeHaull oeox ByneBux dyHKUIA 32 AONOMOrC HOBUX BUpasie.

Cropiuia 2 i3 2.
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{54) CMOCIE NOBEYAOBW BUCOKOHEMHIMHWX 3BANAHCOBAHUX BYNEBUX OYHKLIIA

{21) 2002119533

(22) 29.11.2002

(24) 15.08.2003

{46) 15.09.2003, Bion. N2 9, 2003 p.

{¥2) lomii Onekcadap Bonojumupopmd, 130eHko
Hopid  Anaronidoemy,  leawwiyn  Onescanap  Ba-
cunidopuy, Nonoeawy Cepriﬁ OnexcaHpposny .
(73 HAPKIBCEKWIA HALNIOHANEHAK
YHIBEFCWTET PAOIOENEKTRFOHIKK

{57} Cnocib noBypoew eucoxoHeniviirmn 3bDananco-
Banuy Gynesux dyHrUii, AKME IacHoBalni Ha Buo-
HaHHi konkateHauii Gynesux YHELIR, OTPUMEHWX
wn@xom  Mogudikadil  GeHT-hyHKLIN, pesynsTarom
ARCT & kpunTorpadivHo oridika diyHELiA, B AKOMY Npo-
uenypy koHkateHauli peox Byneewmx YHELIA Hag
Yo, 02 kK = 1 BUKOHYIOTE 3rAHO 3 BUPaIoM

gy, %a,... Xk <=, ok 0 &8 D, Xewn) Do @ 1),
ae ke, M, o) - BeHT-chyHKuia Ham Vi, N (G,.0xz0) -
HexoHCTaHTHE  adbivka  dyHkyin Han Ve QX

Ha,aBpen ) - OTPUMAHA BRCORCHENIHIFHE abanaycopa-
Ha Dynesa thyHEUa Han Ve, 8 NPOUSHYDY ROHKETE-
Haui aacx Gynesux yrruid Han Vs, e k= 1, Bu-
KOHYIOTE 3ri0HD 3 BMPa3omM

alxs, xR Efe e @ (B xed ) h
500 2kl

e fixs, ..., Ka) — Oewr-thyHeLin Han Ve, h (.., X))
- HEKOHCTEHTHA adinHa doyHsUn Hag Ve olxn, ®,
¥3..., Hzp ) - OTPUMEHE BACOKOHENIHIRHE 36anadcosa-
Ha Gynesa dydElia Hag Vi, AKWA BigPIZHAETECR
THM, WO Aossonse OyayBeaTy BACOKOHEeNHinH aGa-
navcosad Bynesl oyHEUT 3 HU3LEAMY  Y3COBHMK
BMTRETEMM T2 BUCOKOW  Henepefbaqysadicno
BMXAHWX FHEHEHE YHELIR JaBA5EN BUKDHAHHIO Npo-
Usoypl KoHkaTeHadl geox Bynesvx yHeUiR 33 no-
NOMOroD HOBWX BUpE3Ia,

3anponoHOBaHWA BUHEXID BIAHOCWTECA 40 3B8TO-
Matven i oBMucnIieBanLHOT TexHis | moke Gy Bu-
KOPWCTEHWA, 30KPEME, ¥ CHETEMEX KpunTorpadiuHoro
FaMCTY Hopmaui,

Bigomuid  crocii noBynosy  BUCOKOHERHIRHKY
aBanadcopandx Gyneswx diyusuii (gue. B. Prensel,
. Govaerts, and J, Vandewalle, "Boolean funclions
salisfying higher order propagation criteria® in Leciure
Maotes in Computer Science 547; Advances in Cry-
plology: Proc. Euracrypt'81, 1881, pp.141-152. Barlin:
Springer-Veriag), sacHoEAHWA HA KOHEETEHALT Oyne-
Bix thyHELH, [Ona BukoHaHHA nobyaosy BHEODPKCTO-
BYETLCA Dynesa deyHkuia T HaD 330840 BEKTORHMUM
npocTopom V. Npy ueomy nobyaoea GNaNasTbod 3
HECTYNHMX ABOX eTanie: enbopy HeniniWnol el 1,
AKE MEE HYNbOB| 3Haqedn B cnekTpl Yonwa, peaynb-
TATOM AKOMD & NRoMixHE Oynesa Qydelia; AonasaHya
NOTPIBHGT miniAnol diyHeyil b wan Vy, pesynkTaTom
AKOMD & BUCOKDHENIHiRHa abanadcopada Oynesa
chyHELER, AKE MAE TapHi XapaKTepucTHiK PoINoBCio-
HEHHA,

Hasepenwid ananor notpebye Gararto Jacy ana
nobyaoam kpunTorpaciune crifiie Bynesm gyHELiIR

33 paxyHoR HeoDXiOHOCTI JHAXOOMEHHA HEeniHiiHWN
CHYHELIEA 2 HYNBOBMMY SHEHUEHHAMW B HEOMY CnekTpi
Yomua Ta nowyky Heobxigrol ninidnol dyHedi b, ska
Mowe DyTW aHafpeHa WwnsxoMm nogdHorg nepebopy
Hag Boiva NHIRHAMY yHELIAMY Han

HaiBinkw GryssKnm no cyKynHocT O3HaK 40 38-
NpoNOHCRaHOTD cNocoby 6 cnocid nobyaoen BRCORD-
HeniHiAHKy, abanancosanmy Dynesus dyHiiid {ane. J,
Seheny, X.-M. Zhang and ¥.Zheng, "Monlinearity and
Fropagation Characteristics of Balanced Boolean
Functions”, Information and Computation, Vel 118,
Mel, pp1-13, 1995), sachoEanWi Ha roukaTesau|
Bynesux hyuruiid. MNoBynosa cknanaeTech 3 BHKO-
HEHHA koHkaETeHauil neox Bynesux dyHELIR, oTpuma-
H wnsxon Mogndikauil Bent dyysruil, pesyneTatom
Aol & npoMikHa Bynesa yHELIR, T2 BUROHAHHA
achiHHKMY NEPETEOPEHL KOOHOUHAT npomMixHol Gynesoi
YHELT, PESYNLTATOM AKOT £ BMCOKOHENHIRHa 36a-
nancosana Oynesa OyHELIR 3 rTapHaMK XapakTepu-
CTMIM poanosciogxeHns. Npouenypa BUKOHAHHA KOH-
kaTeHauil asox Dyneemx QyHKLIR Hag Vo, ae k=1,
OTEVMEHNX Lrsxom mogudpiradl Gefim dyukuil, onu-
CYETBCA HACTYNIHWM BUDAIOM

(13) A

{11) 59735

(19} UA



O(%1. %2, Haka )=
(188 % J T X000 B VB X (VB F{ 0.0 Kgpaa)) =

= #q 1] [{xzu--: le.;+1:||

ne
Kz, Xkt ) - BEHT dIYHELIA HED Vi
Oi¥i %2, ¥z} - OTPMMAEHA  BHCOKOHENIHIRHA
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abanatcosana Gynesa toyHKLIA Had Yo,

Mpolugnypa BAKOHAHHA KOHKATEHAUH qeox Byne-
BUx PyHEWIA Hag Vo ae K= 1, OTPHMEHKX Wnsom
mopcpikaLil Gent DyHRUl, ONWCYETECH HECTYIHMM
BYP330M

g{ M Eor K. ‘}':’Zk} = (1@:’:1 }{‘1@)-:2 :’{){3 i _sz }&3[1&&}%&1&91:{?:3 e .xzk:l }@H[‘]'@Kz }[1@1:{ LT -xﬁkﬂ@

Brpefing.. Kop)=m B Bl{x.. %),

he

f{ %000 Xop ) - BEHT OYHKUIA HAY Vaiz;

O{¥1, %%, ¥zk] - OTPMMAHA  BUCOKOHERIHIHE
stanancosana Dynesa dyHilis Hag Va,

Mpousayps BUKOHaEHHA agiHHMX NEPETBOPESHL
KODPAWHET npomixHol Gyneedi dhymkuii glx) onu-
CyeThoR hopMynoi

g*(x} = gixA),

e

gh(x} - chytnuin, obuvcneda 3 gix) WNAKOM
NiHIRHOTD NEPETEOPEHHA BXIIHKX KOOpanHaT;

A - HegupoOmHeHa METEWUA, Taka Wo o A=y | @

Bi={a, | [=1,...2k+1),
B={p, | =1, 2k 1) Ha Vao T8 Bi={ o, | =10, 2K,

E|-2={|'jj | B2k van Vi,

Dyniua, oburcneHa Hag va Yie, € abananco-
BAHDID, MAE He NIHIAHICTE Ny = 2%_2" 1a sanoBoneHAE
KRWTERIID POIN0BCIOAHEHHRA BIOHOCHO BLX HEHYNLO-
BWX BEXTORIB, okpim T (1,0,...0). DyHkuin, ofuncne-
HE HAg Ha Vi € I0ANaHCOBaHON, MAE He NiHiHICTE
Mg= 22" va saposonewse Kpwrepilo poanoeci-
OMEHHA BIGHOCHO BCIX HEHYNBOEWX BEKTODIE, OKDIM
TRROK BexTopia v1=401.0,..00, ¢ 2=(00,...0)

Basroamm

Ts =11 Bye={11..0}

lpy peanizadil TexHivHorD pilleHHA, NpMHaTOrS
3a NpoToTUn, NoTpitHo Garato yacy anA noByaosm
KpunTorpadiubo cTifkux Bynesux dyHkuil 3a paxy-
HOK HEODXIAHOCTI BUKDHAHHA adiHHMx NepeTEOPEHE
HOOPOWHAT npomMisxHol Gynesol dyHsuil, kpim Toro,
BMAEIAHT gaHi thyHEWl & NHIAHD 3anemHnMie Big ¥ Hag
Waker TA BIA X1, X2 HEO Vo, WO ICTOTHO JHUNYE Hene-
peaSaqYRaHICTE LW BMXIOHNE GaHwx,

B ocHoBy BUHAXOOY NOCTEBNEHA 330aMa CTROPK-
M Cnocii NobyqoBY BMCOKOHENIHIMMKY 30anaHcoBa-
Hux Oynesux yHKUIR, Al gossonue B Bynyea
BMCOKOHENIHIAHT 3GanaHcoeaHi Bynesi diymkuii 3 Hu-
BbEUMY HECOBUMY BUTRATSMY Ta BUCOKDID HEMEpEa-
DauypaHicnio  BuXigHWX  JHaYeHb IYHRUIA 3380 5KM
BUROHEHHIO Npoueaypy KoWkaTeHaull geox Gynesmx
COYHELR 32 OONoMOorcit HOBWX BVpa3ie.

Tarull TexHiuHMiA peaynbTar moske Byt oTpuma-
HWW, AKWG Y cnocobBi noDyooEM BUCOKOHERIH BHMX
abanaHcoBaHMy Gyneswx dyHKLUIR, 3acHOBaHOMY Ha
BUKOHAHHT KOHRaTeHaul Gyneswx dyHKUR, orpyrma-
HIMX WnAxom  moowdiicauil BeqT fyHkuill, peayneTa-
ToM AKOT & KpunTorpadhivie criika thyHKus, arigHo 3
BUHEXOOOM, NPOUSAYRY KOHEaTeHay|l aeox Synesux
dyHEUIE Hag Vaee, 08 K = 1, BMkoHyIOTE arigHo 3
BUPEI0M

G0%q X0 Xawar ) = XKqF (Ko Ko 1) B (V8 K MK o) X VB (X5 K 1)) =
= (X Ko B (M X VB (X, X1 ) B X4 (X Hppe g VB
35 X1h{_}€2 R T i :| = f{xg..-.. Kapq }@ hfxz...., X2k+=_]{){1 iE] 1:|I

Flo Koy ) - BT diynsuin nap Vi
Pixg.. Xa)

- HEKOHCTAHTHA adbiiHa YHELIA HBA Vo O(xy Xy, Kge,q) - OTPMMAHE BUCOKOHENIHIAHA

afianancopana Oynesa dyHrUis Hap Viey, 2 NpoUeaypy koHKaTeHauwl geox Gyneswx hyHilid Hap Ve, ae k = 1,

BMKOHYICT 3MOHO 3 BUPEIomM

O0%q) X Mzooe) Xap f o (X9 B X W(Xa, 00 K JB T8 200 B 2 KT X3, Xy ) DKo, X 1B DG X N) =
d )ij{Xgl Sy szjl'ﬂ::l ng{}(:i..... ng}&}”la,.... oy 35 hl:}ia,...,}(m,:]l'ﬂ} x-]f{}(:i......'(p_gjﬁ }(1h{}(3,..., Yo :|-$
B gt gy VB g g ) e g K B (B B TN (Ra L K ),

ne

Bxa,... Kop) = DEHT  dpyHRUiA  Hag Ve
N{%a,.... %9, ) - HEXOHCTAHTHA adiuna dyniuin Han
Vo G4z, %, %) - OTPMMEHA BMCOKOHENIHIAHA
sbanarcorara Gynesa gyHELIE Hag Vi

Dyrria g Hag Vaws & abanadcosanoo dyrkui-
€10, 3aA0PONEHAE KPMTERID pOsnOBCIOOMEHHA BIIHO-
GHO Beix HeHynsoenx BekTopie 5 Vao 33 BMHATIOM
BERTONA Y, OOYMOBNEHOIO BUOOM 0BpaHol adinHot

thyHiuit, Ta mae He nikiiHicTe Ng = 2%-2% dyniwia g
Hap Vi, £ 30anaHcoBaHon diyHEUIEK, 3a00B0NLHAS
BPMTERI0 POINOBCIDHEHHA BIAHOCHO BCIX HEHYMNLO-
Bux BerTopie Y= Wi, 38 BUHATHOM TPLOX HEHYNbO-
BMX BEKTORB y1. vz, vaTy 1@ y2 obymoanenux
Bngom obpaqol atinHol dyHkuli, Ta mae HeniHifics
Ng = oI _sk

Tawm YuHOM, BUKOHAHHA NPOLEOYPM KOHKaTE-
Hauii gsox Bynesmx hyHKUR 3a fonomoroio 3anpo-
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NOHOBAHMY BMPAsE NOIBCNAE CHOPOTMTH Yac, noTpi-
GHWIA AnA nobynoen BMcORoHENIHIAHNY abanancosa-
Hix Byneswx yHEWIA, wonadmenwe B 2 paam, Ta
NiABALMTY HenepenbaqyeaHicTe BMXIOHWX 3HEYEHDL
Y HRUIEA,

Cnoci nobynoey BUCOKOHEMHIRHWX 3DanaHco-
paHux Byneswx GyHEUIR Han Vaeq mome Bymm pe-
aniaoEaHA  TakMM YWHoM, BukowyeTecaR nodyposa
BeHT dhyHrUl T{no. . xayq) HEE Mo Ta paxyeThoR
kinskicts "0" ta "1% B 11 suxinnid nocnigoBrocrl, Jan
BUKOHYETECA NOOYI0Ba BUNSOKOBOT HE KOHCTaHTHOT
achiHHOT yHELTT 1 (X2, ..., X2k ) HEA Vo TA paxyeTLOH
KineKicTE "0" 18 "1" B BuxigHifl NocNigoBHOCT] KOHKE-
TeHaul ki T b Hrgo kinekicte 0" 1a "1% 8
BHXIOHIA nocniposHocTi T aopieHe Kinskootl 0" Ta
“1" B BMMAHIA nocnipoekocT f & h, To dyysewia b kom-
NNEMEHTYETLCA OoavHMUeio: h=hé 1, iHakwe - He
KOMMNEMEHTYETRCR. [Ticns BradavedHs T 1a h BuKo-
HYETRCH 38CTOCYBAHHA NPOUeaypw nobynosw Buco-
KoHENHNAKMK 30anadcosadny Synesux MyHELIR Hag
Wauer 3rigQHO 3 BUPA3OM:

O %, ke T et ) @ Dixa, . Keea (e 1)
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PesynsTaToM 3acTOCYEaHHA & gYHELIA O 2 BUCD-
KM KpunTorpadidHiMge nokasHMkami cTiikocti. Hag
Vo, noBypoBRa BMCOROHENIHIEHWY 38anadHcosanux Gy-
nesry GyHKUIR BUKOHYETBCA LWNAXoM Nodynoew BedT
dpyHRii fixa,... Xa) HAA Yoo 3 NiOPAXYHKOM KiNbROCTI
0" 1A "1 B T edxigHiil nocnigoedocri. Jani Buko-
HYETBCR  nobynoBa  BUANAAKOBOT  HEKOHCTAHTHO!
afiHHol thyHRUiT h{Xa,.. %z) HAO Vaowz T8 PaxyeEThoA
KinekicTe "0° T2 "1™ B BMXOHIA NOcninoBHOCTI KOHKA-
TeHauii yHxyii f@ h. Axwo kinekicts 0" Ta "1 e
BVXIAHIA NocnigoeHoCTI AopiBHoE KinskocTi "0" 1a 1"
B BuxigHil nocnigoerocTi T4 h, To dyua b kom-
NNEMERTYETECH OgMHMUED: h=hd 1, Hakwe - He
KOMMNEMEHTYETLCA, [MicnA BuaHaueHHn [ 1A h Buko-
HYETECA 3ACTOCYBAHHA NpoUeaypn nobyaoed BMoo-
KoHENiHIAHMY 30anaHcoBaHmx Bynesux dyHELIR Han
Way ArigHO 3 BURA30NM;

O %1 Ko K ) =T, ) 6 (@ Xa B 1M, Ko )

PeaynbTaToM 3acTOCYBaHHA & hyHKLIR § 3 Brco-
HIAMM KpUnTorpagivHiMKe NoasHWKaMn cTiikocT,

Kowmn'worepHa eepctia H, NnceHro
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