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Why Use Hyperelliptic Curve
Cryptosystems (HECC)?

Shorter operand length than Elliptic curve
cryptosystem (ECC) = looks promising

Hopefully as secure as ECC

But open questions: performance of
HECC?

Thomas Wollinger, Vladyslav Kovtun, ITNG 2007



General provisions

Goal: speed-up cryptosystem based on
genus 2 Hyperelliptic curves

How: decreasing computational complexity of
public-key algorithms based on arithmetic’s
of Jacobian of Hyperelliptic curve

Target: genus 2 Hyperelliptic curve using
projective coordinates

Subject of investigation: explicit formulas
for divisor addition and doubling
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Task

Create method of arithmetic’s in Jacobian
genus 2 hyperelliptic curve with decreased
computational complexity
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Group Arithmetic’s

Picture. Geometrical interpretation of divisor addition in Jacobian of
genus 2 Hyperelliptic curves
If given reduced divisors D, = P, + P, — 200 and

D, =Q; + Q, — 200 in the Jacobian of Hyperelliptic curve
genus 2, then their sum will be reduced divisor
D,=R,+R, -2 .
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Arithmetic’s hierarchy

Scalar multiplication
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Picture. Hierarchy of operations used in the divisor scalar multiplication
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Used approaches

Simplification of the arithmetic procedures

= by performing normalization

[Lange, Wollinger]

Normalization and minimization of Hamming weights of HEC
Earameters by special curves

yramjee, Miyamoto & co, Lange, Stevens, Wollinger]

Simultaneous inversion of field elements

= by applying the Montgomery method
[Harley, Lange, Wollinger]

Multiplication of polynomial functions with different powers
[ﬁ”by ?pplying the Karatsuba method
ollinger
Efficient modular reduction of polynomial functions
= by applying the Karatsuba method

[Harley]

Exclude inversion over field

= by applying the projective representation of divisors
[Miyamoto & co, Lange, Wollinger]
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Compare with previous
results

Estimate computational complexity




Odd characteristic fields

Conditions _ Addition Mixed addition ] Doubling
0" [~ ] xJo [r~] 0 |~ ] *
Odd characteristic field
Affine coordinates
f=019] | 1132 | [ J1]5][2
Projective coordinates
deg(h)=2, h eF, [12] 4 | 47 3 | 40 6 | 40
deg(h)=2, h eF, [proposed] 4 | 46 4 | 39 6 | 39
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Even characteristic fields

Conditions Addition Mixed addition Doublin
0' [ 2| «Jot]r] «]ot]
Even characteristic field
Affine coordinates
f,=0 [6, 9] 1 3 | 22 1 5 | 22
h() , f,=0, f;=1,=0 [6] 1 6 9
h(x):x, f(xX)=x"+ 3+ + Ty, s €F, [14] 1 24 1 5 13
deg(h)=2, hy=0, hheF,, f(X)=x"+ax* + fix+ fy, & F,[14] 1 25 1 4 | 22
heF,, hy=hy=0, f,=1f =0 [15] 1 5
h,=1, hy=h,=0, f,=f, =0 [15] 1 6
deg(h)=2, hy=0, hyeF,, f,=f,=0 [15] 1 5 | 17
deg(h)=2, hy=0, heF,, fy="f,=0 [15] 1| 6 |12
Projective coordinates
h,=0, f,=0 [9] 4 | 49 4 | 39 7 | 38
()= , f4_ , f3=1,=0 [6] 5 | 45 5 | 38 7 | 31
h(x)=x, f, =0, fy=f, =0 [proposed] 4 | 44 5 | 37 7 | 29
deg(h)=2, heF,, f, =0 [14] 3 | 42 6 | 39
deg(h)=2, hy=0, hyeF,, f(x)=x"+ax* + fix+ fy, & cF,[14] 45 6 | 38
h(x)=x, f(x)=x>+ fx3+ e+ fy, e €F, [14] 3 | 39 5 | 26
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Scientific novelty of results

Developed method of arithmetic’s in Jacobian
of genus 2 hyperelliptic curves in projective
coordinates for the fast scalar multiplication in
Jacobian of genus 2 hyperelliptic curves,
what distinguished from existent by
consideration earlier not known dependences
between resulting divisor coordinates -—
polynomial functions, what allow decrease
the computational complexity.

Thus, theory of arithmetic’s in Jacobian of
hyperelliptic curve was further developed.
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Explicit formulas

Odd characteristic fields

vZ+h(x)v=f(x), h(x)=h,x>+hx+h,,
F(X)=x+H XA+ 1x3 4+, x4+ x+, f,€F,, fieF,




Mixed addition

Input: [U11, Uao, Vi1, Vio, 1], [Uz1, Ugo, Vi, Voo, Z7]

Output: | [Uy, U, V'y, Vo, Z'] = [Ugg, Uso, Vi, Vio, 1] + [Uas, Ugo, Va1, Voo, Z2]
Operations Cost
1 | Precomputation: U,,=2,-Uy;, yi=Uy;-Uy, Yo =Uy—Uyy-Z,. 2M
2 | Computation of r for v, and u,: y;=Uy-yi+Y,, r=y, ys+y2-Uy. 1S, 3M
3 | Computation inv=r/u, modu;, inv=inyx+invy: inv, =y;, invg = ys.
4 | Computation of s=(v,—v,)invmodu,, s=sx+55: Wy=Vip-Z,~Vop, W =Vy;-Z,~Voy, |7M
Wy = invy-Wy, Wa=inv-wy, s =(invg+inv;)-(Wy+w;) —w, —ws-Uy;, So =W, —Ujg-Ws.
If s,=0 then <Special case is considered>
5 R=r-Z,, S, =54"2Z,, S3=5,-Z,, ﬁ:R-s3, Wy =8-Sgy W, =S,-S3, Wy, =S5-Sg, Wy =W -U,, oM
w, =R-s;.
6 | Computation of 1=su,: ly=wy-Usy, b =Wy +Wy, | =W +Wp)- Uy +Usp)—lg —ws. 2M
7 | Computation of u'=(s(i+h+2v,)-ku*, k=(f—vh—v2)u, : 2S, 8M
U] =2w, —s3-5,y, +h,R—R?,
G() :Sg+51’Y1'(31'J11—232)+Y2'W1+2W4’V21+hl§+ R'[hz(sz—51011)+r'(Y1+2U21— f422)].
8 | Correction: uy=U;-R, U;=U;-R, Z'=s2-R. 1S, 3M
9 | Computation of v/ =—(h+sl+v,)modu’, v/ =vjx+Vj: 5M
Vi =07, ~Uf+ R+ 8205 =R —wyVor —1), Vg =03 (1,07 +h,R - 2 (1o + hoR +wy Vo ).
4S, 39M
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Doubling

Input: | [Us, Ug, Vi, Vo, Z]
Output: | [U'1, U, V', Vo, Z7] = 2[Us, Uo, V1, Vo, Z]
Operations Cost
1 | Precomputation: z,=z2, V,=hz+2V;-huU,, V, =h,Z + 2V, —h,U, . 1S
2 | Computation of r for u and h+2v (while v =(h+2v)modu): w, =2, w =U2, |2S, 4M
W, =V;% = h2Z, + 4wy —h2w,, Wy =V-Z-U;-V;, 1=V, -Wy+Ww, Uy .
3 | Computation inv=r/imodu, inv=inyx+inv, : inv; =-V;, inv, =w;.
4 | Computation of kzl(f—hv—vz)/quodu, k =kx+kp ™
Wy = o Zy+wWy, kg =2w +wy —Z-(wy +2F,U +hV,), w, =2U,,
ko =U;-(Z-(2w, + f Uy +hVy)—we)+ +Z-(Z-(f,-Z —hVy —hVg —2f,Uq)—wp).
5 | Computation of s=k-invmodu, s=sx+sy: Wy =ky-invy, w =k -inv;, ™
So=Wo—Z-Ug-Wy, S3=(invy+iny)-(kg+kj)-wo—w;-(1+U;), s,=8;-Z .
If s,=0 then <Special case is considered>
6 | R=r-Z,, R=R-s;, Wy =55, W =555, Wg=W-Z, W, =R-5;. 6M
7 | Computation of I =su: ly=Uy-w, I, =U;-wy, k=(w+w,) Uy +Ug)—lg—1,. 3M
8 | Computation of =12+ Li(2v+h)- 2 (f ~vh—v2)|/u? : G =2w; +h,R-R?, 2S, 4M
Ug =s2+2w, -V, +R-(hs, +U; -(2r-Z —h,s;)+ hys, — £,R).
9 | Correction: uy=U;-R, Uj=U/-R, Z'=s?-R. 1S, 3M
10 | Computation of v'=—(h+sl+v,)modu’, V' =vjx+Vvj: Vl’=L]l"(I2—L]1'+W3+h2§)+ 5M
5207 ~mR—wVy —1,), Vg =0 -(1,~ 0] +wg + R )~ 52 (1o + hoR +w, -V ).
6S, 39M
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Explicit formulas

Even characteristic fields

vZ+h(X)v=f(x), h(xX)=x, f(x)=x>+f,x+f,, f.eF,




Mixed addition

Input: [U11, Uso, Vi1, Vio, 1], [Uz1, Uzo, Va1, V2o, Z3]
Output: | [U’y, U, V'3, V'o, Z'] = [U11, Uso, Vi1, Vio, 1] + [Uz1, Uzg, Va1, Voo, Z3]
Operations Cost
1 | Precomputation: U,; =z,-Uy;, y;=Up; +Uy, Y, =Uy+Usp-Z, . 2M
2 | Computation of r for u, and u,: y;=y,-Uy;+vy,, r=y, ys+y2-Uy. 1S, 3M
3 | Computation of inv=r/u, modu,, inv=invx+invy: inv, =y, inv, =y;,.
4 | Computation of s=(v,-v,)invmodu,, s=sx+5y: Wy =Vip-Zy+Vsg, ™
Wy =V Zy+Vor, Wy =00V -Wy, Wy =invi-W, Sop =W, +U;p-W;,
sy = (invg +invy )- (W +wg )+ W, +wy Uy
If ;=0 then <Special case is considered>
5 | R=r-Z,, s,=5y-Z,, S3=5-Zy, R=R-S3, Wy=5-Sy, W, =5,-Sg, W, =Sy-Sq, oM
Wy =W, -Uy, W, =R-s;.
6 | Computation of 1=su,: ly=wy-Uyy, I =Wy +Wy, |, =W +w,)- Uy +Uy)+lg+w;. |2M
7 | Computation of u'= (sl +h+2v;)-k)u;*, kz(f —vlh—vf)/ul, U = X% +Ujx+Uup- 3S, 5M
Uy =s2+52-yUp +Y, W, +R+R-r-y;, Ul =w; -y, +R?.
8 | Correction: u;=U;-R, U;=U;-R, Z'=s2-R. 1S, 3M
9 | Computation of v =—(h+sl+v,)modu’, V' =vix+Vvj: 6M
VY =07 (1, +07 )+ 8205 + Wy Vor 1), Vg =0l +07)+52 - (lg +w, Vo )
5S, 37TM

Thomas Wollinger, Vladyslav Kovtun, ITNG 2007

16



Doubling

Input: [U1, Ug, V1, Vo, Z]
Output: |[U’q, Ug, V'1, Vo, Z'] = 2[Uy, Uy, V1, Vo, Z]
Operations Cost

1 | Precomputation: z,=2z2, w,=V?, w =U?, w,=Z-U;,. 3S, 1M
2 | Computation of r for u and h+2v (while v =(h+2v)modu): R=U,-Z2. 1S, 1M
3 | Computation of inv=r/Vmodu, inv=invyx+iny,: iny, =2, inv, =w,.
4 | Computation of kz(f—hv—vz)umodui k=W, ko =Uj- W +Z-(Z-Vy+w). 3M
5 | Computation of s=k-invmodu, s=sx+5y: Wy =ky-invy, w,=k-Z, ™

So=Wo+Z-Ug-wy, s3=(invy+Z)-(ko+ky)+wo+w-(L+U;), s,=55-Z .

If s,=0 then <Special case is considered>
6 | R=R-S;, Wy=5-55, W =553, Wa=W,-Z, W, =R-5;. 5M
7 | Computation of 1=su: Iy=Ug-w, L, =U;-wy, b =(w+w) U, +Ug)+1g+1,. 3M
8 | Computation of u':ll2+%l(2v+h)—s%(f —vh—vz)J/u2 ) 2S

U, =s2+R, U/ =R?.
9 | Correction: u;=Uj-R, U;=U;-R, Z'=s2-R. 1S, 3M
10 | Computation of v'=—(h+s)l+v,)modu’, V' =vjx+Vj: 6M

Vo':J(')-(|2+Gl'+W3)+512-(|0+W4-V0), Vl’:L]l’-(I2+L]1'+w3)+ sf-(66+§+w4-vl+ll).

7S, 29M
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Conclusions

Best know explicit formulae today using
projective coordinates

Next step towards a efficient implementation
of HECC

Basis for efficient implementation of Public-
Key cryptography

Work in process: Further optimization

Thomas Wollinger, Vladyslav Kovtun, ITNG 2007 18



Fast explicit formulae for genus 2 hyperelliptic curves using
projective coordinates

Questions?

Vladyslav Kovtun: Thomas Wollinger:
viadislav.kovtun@gmail.com http://mww.wollinger.org

twollinger@escrypt.de

Thank you!
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