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Why Use Hyperelliptic Curve 
Cryptosystems (HECC)?

Shorter operand length than Elliptic curve 
cryptosystem (ECC) ⇒ looks promising
Hopefully as secure as ECC
But open questions: performance of 
HECC?
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General provisions

Goal: speed-up cryptosystem based on 
genus 2 Hyperelliptic curves 
How: decreasing computational complexity of 
public-key algorithms based on arithmetic’s  
of Jacobian of Hyperelliptic curve
Target: genus 2 Hyperelliptic curve using 
projective coordinates
Subject of investigation: explicit formulas 
for divisor addition and doubling
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Task

Create method of arithmetic’s in Jacobian 
genus 2 hyperelliptic curve with decreased 
computational complexity 
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Picture. Geometrical interpretation of divisor addition in Jacobian of 
genus 2 Hyperelliptic curves 
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If given reduced divisors ∞−+= 2211 PPD  and 

∞−+= 2212 QQD  in the Jacobian of Hyperelliptic curve 
genus 2, then their sum will be reduced divisor 

∞−+= 2213 RRD . 
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Arithmetic’s hierarchy

Scalar multiplication

Arithmetic’s in polynomial 
function ring

Arithmetic’s in Jacobian

Picture. Hierarchy of operations used in the divisor scalar multiplication

Squaring
Multiplication
Addition Multiplicative Inversion

Modular reduction

GCD

Squaring
Multiplication
Addition Multiplicative inversion

Modular reduction Arithmetic’s in Finite Field

Divisor addition Divisor doubling
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Used approaches
Simplification of the arithmetic procedures 
⇒ by performing  normalization 

[Lange, Wollinger]

Normalization and minimization of Hamming weights of HEC 
parameters by special curves 
[Byramjee, Miyamoto & co, Lange, Stevens, Wollinger]

Simultaneous inversion of field elements 
⇒ by applying the Montgomery method 
[Harley, Lange, Wollinger]

Multiplication of polynomial functions with different powers
⇒ by applying the Karatsuba method 
[Wollinger]

Efficient modular reduction of polynomial functions 
⇒ by applying the Karatsuba method 

[Harley]

Exclude inversion over field
⇒ by applying the projective representation of divisors 

[Miyamoto & co, Lange, Wollinger]



Compare with previous 
results

Estimate computational complexity
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Odd characteristic fields
Addition Mixed addition Doubling Conditions ()-1 ^2 * ()-1 ^2 * ()-1 ^2 * 

Odd characteristic field 
Affine coordinates 

04 =f  [9] 1 3 22    1 5 22 
Projective coordinates 

( ) 2deg =h , 2F∈ih  [12]  4 47  3 40  6 40 
( ) 2deg =h , 2F∈ih  [proposed]  4 46  4 39  6 39 
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Even characteristic fields
Addition Mixed addition Doubling 

Conditions 
()-1 ^2 * ()-1 ^2 * ()-1 ^2 * 

Even characteristic field 
Affine coordinates 

04 =f  [6, 9] 1 3 22    1 5 22 
02 =h , 04 =f  [6, 9] 1 3 21    1 5 17 

( ) xxh = , 04 =f , 023 == ff  [6]       1 6 9 

( ) xxh = , ( ) 0
23

3
5 fxxfxxf +++= ε , 2F∈ε  [14] 1  24    1 5 13 

( ) 2deg =h , 00 =h , qh F∈1 , ( ) 01
45 fxfxxxf +++= ε , 2F∈ε [14] 1  25    1 4 22 

qh F∈1 , 002 == hh , 014 == ff  [15]       1 5 9 
11 =h , 002 == hh , 014 == ff  [15]       1 6 5 
( ) 2deg =h , 00 =h , qh F∈1 , 023 == ff  [15]       1 5 17 
( ) 2deg =h , 00 =h , 21 F∈h , 023 == ff  [15]       1 6 12 

Projective coordinates 
02 =h , 04 =f  [9]  4 49  4 39  7 38 

( ) xxh = , 04 =f , 023 == ff  [6]  5 45  5 38  7 31 
( ) xxh = , 04 =f , 023 == ff  [proposed]  4 44  5 37  7 29 
( ) 2deg =h , qih F∈ , 04 =f  [14]     3 42  6 39 

( ) 2deg =h , 00 =h , qh F∈1 , ( ) 01
45 fxfxxxf +++= ε , 2F∈ε [14]      45  6 38 

( ) xxh = , ( ) 0
23

3
5 fxxfxxf +++= ε , 2F∈ε  [14]     3 39  5 26 
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Scientific novelty of results
Developed method of arithmetic’s in Jacobian 
of genus 2 hyperelliptic curves in projective 
coordinates for the fast scalar multiplication in 
Jacobian of genus 2 hyperelliptic curves, 
what distinguished from existent by 
consideration earlier not known dependences 
between resulting divisor coordinates –
polynomial functions, what allow decrease 
the computational complexity.
Thus, theory of arithmetic’s in Jacobian of 
hyperelliptic curve was further developed.



Explicit formulas

Odd characteristic fields
v2+h(x)v=f(x), h(x)=h2x2+h1x+h0, 

f(x)=x5+f4x4+f3x3+f2x2+f1x+f0, f4∈F2, fi∈Fq
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Mixed addition
Input: [U11, U10, V11, V10, 1], [U21, U20, V21, V20, Z2]  
Output: [U’1, U’0, V’1, V’0, Z’] = [U11, U10, V11, V10, 1] + [U21, U20, V21, V20, Z2] 
 Operations Cost 
1 Precomputation: 11211

~ UZU ⋅= , 21111
~ UUy −= , 210202 ZUUy ⋅−= . 2M 

2 Computation of r  for 1u  and 2u : 21113 yyUy +⋅= , 10
2
132 Uyyyr ⋅+⋅= . 1S, 3M 

3 Computation 12 mod uurinv = , 01 invxinvinv += : 11 yinv = , 30 yinv = .  
4 Computation of ( ) 121 mod uinvvvs −= , 01 sxss += : 202100 VZVw −⋅= , 212111 VZVw −⋅= , 

002 winvw ⋅= , 113 winvw ⋅= , ( ) ( )10101 wwinvinvs +⋅+=  1132 Uww ⋅−− , 31020 wUws ⋅−= .  
If 01 =s  then <Special case is considered> 

7M 

5 2ZrR ⋅= , 202 Zss ⋅= , 213 Zss ⋅= , 3
~ sRR ⋅= , 010 ssw ⋅= , 311 ssw ⋅= , 302 ssw ⋅= , 2113 Uww ⋅= , 

14 sRw ⋅= . 
9M 

6 Computation of 2sul = : 2000 Uwl ⋅= , 232 wwl += , ( ) ( ) 302021011 wlUUwwl −−+⋅+= . 2M 
7 Computation of ( )( ) 1

112 −−++=′ ukvhlsu , ( ) 1
2
11 uvhvfk −−= : 

2
211321

~2~ RRhysswU −+⋅−=′ , 
( ) ++⋅+⋅+−⋅⋅⋅+=′ RhVwwysUsyssU ~22~~

121412211111
2
20 ( ) ( )[ ]2421111122 2~ ZfUyrUsshR −+⋅+−⋅ . 

2S, 8M 

8 Correction: RUU ~~
00 ⋅′=′ , RUU ~~

11 ⋅′=′ , RsZ ~2
3 ⋅=′ . 1S, 3M 

9 Computation of ( ) uvlshv ′++−≡′ mod21 , 01 vxvv ′+′=′ :  
( )++′−⋅′=′ RhUlUV ~~~

21211  ( )121410
2
3

~~ lVwRhUs −−−′⋅ , ( )−+′−⋅′=′ RhUlUV ~~~
21200 ( )20400

2
3

~ VwRhls ⋅++⋅ .
5M 

4S, 39M
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Doubling
Input: [U1, U0, V1, V0, Z] 
Output: [U’1, U’0, V’1, V’0, Z’] = 2[U1, U0, V1, V0, Z] 
 Operations Cost 
1 Precomputation: 2

2 ZZ = , 12111 2~ UhVZhV −+= , 02000 2~ UhVZhV −+= . 1S 
2 Computation of r  for u  and vh 2+  (while ( ) uvhv mod2~ +≡ ): 2

10 Vw = , 2
11 Uw = , 

1
2
202

2
1

2
12 4~ whwZhVw −+== , 1103

~~ VUZVw ⋅−⋅= , 0230
~ UwwVr ⋅+⋅= . 

2S, 4M 

3 Computation uvrinv mod~≡ , 01 invxinvinv += : 11
~Vinv −= , 30 winv = .  

4 Computation of ( )[ ] uuvhvfk mod2−−≡ , 01 kxkk += :  
1233 wZfw +⋅= , ( )12144311 22 VhUfwZwwk ++⋅−+= , 04 2Uw = , 

( )( )+−++⋅⋅= 31214410 2 wVhUfwZUk  ( )( )00402112 2 wUfVhVhZfZZ −−−−⋅⋅⋅+ . 

7M 

5 Computation of uinvks mod⋅= , 01 sxss += : 000 invkw ⋅= , 111 invkw ⋅= , 
1000 wUZws ⋅⋅−= , ( ) ( ) ( )11010103 1 Uwwkkinvinvs +⋅−−+⋅+= , Zss ⋅= 31 .  

If 01 =s  then <Special case is considered> 

7M 

6 2ZrR ⋅= , 1
~ sRR ⋅= , 310 ssw ⋅= , 301 ssw ⋅= , Zww ⋅= 13 , 34 sRw ⋅= . 6M 

7 Computation of sul = : 100 wUl ⋅= , 012 wUl ⋅= , ( ) ( ) 2001011 llUUwwl −−+⋅+= . 3M 
8 Computation of ( ) ( )[ ] 22112

22 uvvhfhvllu
ss −−−++=′ : 2

231
~2~ RRhwU −+=′ , 

( )( )RfshshZrUshRVwsU 4023211114
2
00 22~

−+−⋅⋅+⋅+⋅+=′ . 
2S, 4M 

9 Correction: RUU ~~
00 ⋅′=′ , RUU ~~

11 ⋅′=′ , RsZ ~2
1 ⋅=′ . 1S, 3M 

10 Computation of ( ) uvlshv ′++−≡′ mod21 , 01 vxvv ′+′=′ : ( )+++′−⋅′=′ RhwUlUV ~~~
231211  

( )11411
2
1

~~ lVwRhUs −−−′⋅ , ( ) ( )0400
2
1231200

~~~~ VwRhlsRhwUlUV ⋅++⋅−++′−⋅′=′ . 
5M 

6S, 39M
 



Explicit formulas

Even characteristic fields
v2+h(x)v=f(x), h(x)=x, f(x)=x5+f1x+f0, fi∈F2
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Mixed addition
Input: [U11, U10, V11, V10, 1], [U21, U20, V21, V20, Z2] 
Output: [U’1, U’0, V’1, V’0, Z’] = [U11, U10, V11, V10, 1] + [U21, U20, V21, V20, Z2]
 Operations Cost 
1 Precomputation: 11211

~ UZU ⋅= , 21111
~ UUy += , 210202 ZUUy ⋅+= . 2M 

2 Computation of r  for 1u  and 2u : 21113 yUyy +⋅= , 10
2
132 Uyyyr ⋅+⋅= . 1S, 3M

3 Computation of 12 mod uurinv = , 01 invxinvinv += : 11 yinv = , 30 yinv = .  
4  Computation of ( ) 121 mod uinvvvs −= , 01 sxss += : 202100 VZVw +⋅= , 

212111 VZVw +⋅= , 002 winvw ⋅= , 113 winvw ⋅= , 31020 wUws ⋅+= ,  
( ) ( ) 113210101 Uwwwwinvinvs ⋅+++⋅+= . 

 If 01 =s  then <Special case is considered> 

7M 

5 2ZrR ⋅= , 202 Zss ⋅= , 213 Zss ⋅= , 3
~ sRR ⋅= , 010 ssw ⋅= , 311 ssw ⋅= , 302 ssw ⋅= , 

2113 Uww ⋅= , 14 sRw ⋅= . 
9M 

6 Computation of 2sul = : 2000 Uwl ⋅= , 232 wwl += , ( ) ( ) 302021011 wlUUwwl +++⋅+= . 2M 
7 Computation of ( )( ) 1

112 −−++=′ ukvhlsu , ( ) 1
2
11 uvhvfk −−= , 01

2 uxuxu ′+′+=′ : 
112111

2
1

2
20

~~ yrRRwyUyssU ⋅⋅++⋅+⋅+=′ , 2
111

~ RywU +⋅=′ . 
3S, 5M

8 Correction: RUU ~~
00 ⋅′=′ , RUU ~~

11 ⋅′=′ , RsZ ~2
3 ⋅=′ . 1S, 3M

9 Computation of ( ) uvlshv ′++−≡′ mod21 , 01 vxvv ′+′=′ :  
( ) ( )12140

2
31211

~~~ lVwUsUlUV +⋅+′⋅+′+⋅′=′ , ( ) ( )2040
2
31200

~~ VwlsUlUV ⋅+⋅+′+⋅′=′ . 
6M 

5S, 37M
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Doubling
Input: [U1, U0, V1, V0, Z] 
Output: [U’1, U’0, V’1, V’0, Z’] = 2[U1, U0, V1, V0, Z] 
 Operations Cost 
1 Precomputation: 2

2 ZZ = , 2
10 Vw = , 2

11 Uw = , 12 UZw ⋅= . 3S, 1M 
2 Computation of r  for u  and vh 2+  (while ( ) uvhv mod2~ +≡ ): 2

20 ZUR ⋅= . 1S, 1M 
3 Computation of uvrinv mod~≡ , 01 invxinvinv += : Zinv =1 , 20 winv = .  
4 Computation of ( )[ ] uuvhvfk mod2−−≡ : 11 wk = , ( )01110 wVZZwUk +⋅⋅+⋅= . 3M 
5 Computation of uinvks mod⋅= , 01 sxss += : 000 invkw ⋅= , Zkw ⋅= 11 , 

1000 wUZws ⋅⋅+= , ( ) ( ) ( )1101003 1 UwwkkZinvs +⋅+++⋅+= , Zss ⋅= 31 . 
If 01 =s  then <Special case is considered> 

7M 

6 1
~ sRR ⋅= , 310 ssw ⋅= , 301 ssw ⋅= , Zww ⋅= 13 , 34 sRw ⋅= . 5M 

7 Computation of sul = : 100 wUl ⋅= , 012 wUl ⋅= , ( ) ( ) 2001011 llUUwwl +++⋅+= . 3M 
8 Computation of ( ) ( )[ ] 22112

22 uvvhfhvllu
ss −−−++=′ :  

RsU ~~ 2
00 +=′ , 2

1
~ RU =′ . 

2S 

9 Correction: RUU ~~
00 ⋅′=′ , RUU ~~

11 ⋅′=′ , RsZ ~2
1 ⋅=′ . 1S, 3M 

10 Computation of ( ) uvlshv ′++−≡′ mod21 , 01 vxvv ′+′=′ :  
( ) ( )040

2
131200

~~ VwlswUlUV ⋅+⋅++′+⋅′=′ , ( )++′+⋅′=′ 31211
~~ wUlUV  ( )1140

2
1

~~ lVwRUs +⋅++′⋅ . 
6M 

7S, 29M
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Conclusions

Best know explicit formulae today using 
projective coordinates
Next step towards a efficient implementation 
of HECC
Basis for efficient implementation of Public-
Key cryptography
Work in process: Further optimization 
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Fast explicit formulae for genus 2 hyperelliptic curves using 
projective coordinates

Questions?

Vladyslav Kovtun: 
vladislav.kovtun@gmail.com

Thomas Wollinger:
http://www.wollinger.org
twollinger@escrypt.de

Thank you!

http://www.wollinger.org/
mailto:twollinger@escrypt.de
mailto:vladislav.kovtun@gmail.com
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