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Abstract

In this paper, we suggest a new fast transformation for a divisor addition for hyperelliptic curves. The
transformation targets the Jacobian of genus-2 curves over odd characteristic fields in projective
representation. Compared to previously published results, the modification reduces the computational
complexity and makes hyperelliptic curves more attractive for applications.

Introduction

Cryptographic systems have become an integral element in a wide spectrum of modern information and
telecommunication systems. Nowadays, bulks of circulating information have to be processed by efficient
ITS clients. With the extensive growth of computational power and mathematical methods for cryptanalysis,
the requirements to existing and perspective cryptosystems are challenging. In other words, the main
requirement when developing a cryptosystem is the capability to assure a required security level, taking
recent development in cryptanalysis into account.

It is widely agreed that new cryptosystems such as elliptic curve cryptosystems (ECC) and hyperelliptic
curve cryptosystems (HECC) will very likely dominate applications on constraint devices in the future. This
work is another step towards an efficient HECC.

The challenge to develop practical systems is dominated by the difficulty of its efficient implementation on
modern hardware such as, e.g. embedded systems. The efficiency of a cryptosystem is directly related to the
public key primitives that form its basis.

Important primitives use transformations in rings and fields. More recently, transformations of the group of
points on an elliptic curve (EC) have been widely used and are to be found in various international and
government standards (1ISO 2002, IEEE 2000, DSTU 2002). Such transformations allow for building a
cryptosystem with a high security level at quite low computational costs.

Further development of cryptographic transformations using algebraic curves implies applications of even
more complex curves —hyperelliptic curves (HEC) — which increases the computational complexity
(hereinafter complexity) of such systems. Therefore, papers dealing with the decrease of complexity of
prospective cryptosystems are of extreme importance.

Cryptosystems based on HEC are dominated by operations over reduced divisors, in particularly by scalar
multiplications of reduced divisors (Koblitz 1989) with its corresponding basic operations of addition and
doubling divisors.

The significant decrease in the complexity of calculations based on divisor transformations in the Jacobian of
a HEC can be achieved on account of the decrease in complexity of a divisor scalar multiplication algorithm.
The earliest publications dedicated to the arithmetic in the Jacobian of HEC are due to (Cantor 1987, Lange
2002a) and are rather of theoretical interest.

Recently, multiple scientists done intense research in the effective implementation of the arithmetic in the
Jacobian of HEC (Cantor 1987, Koblitz 1989, Spallek 1994, Harley 2000, Kriger 2001, Miyamoto et al.
2002, Lange 2001, 2002a, 2002b, 2002c, Takahashi 2002, Suguzaki 2002). In these contributions, the
attention is particularly paid to the reduction of field operations by applying HEC with fixed genus. This
allows various modifications of the arithmetic in the Jacobian of HEC.

Papers (Koblitz 1989, Kriger 2001) deal with methods of addition and doubling of divisors in the Jacobian of
genus 2 HEC. The first practical implementation of these methods was described in (Harley 2000). In



(Wollinger 2004), generalized results (Harley 2000) for curves over the even characteristic fields are shown.
The development of addition and doubling methods is described in (IEEE 2000, Cantor 1987, Harley 2000).
The time required for a scalar multiplication in the Jacobian of genus 2 HEC as the scalar multiplication in
the EC curve is main part of discrete logarithm based cryptosystems. Under this circumstance, the challenge
of improving the performance of a cryptosystem and, in particular, a divisor scalar multiplication in the
Jacobian of HEC becomes of special urgency.

Curves of genus 2 are of our main interest when decreasing the arithmetic complexity in the Jacobian of
HEC. Thus, we will take genus-2 curves into our further consideration.

As it was proved in (Lange 2002b, Hankerson et al. 2000), the divisor addition and doubling operations in
the Jacobian of HEC perform a very complex field operation — the field inversion. According to publications
Hankerson et al. (2000), Brown et al. (2000), for GF(p) , the complexity of a field inversion | depends on

the actual platform and lies in the interval (80 M , 90 M ) Brown et al. (2000), where M is the complexity
of field multiplication.

At publication (Miyamoto et al. 2002) proposes for the first time an approach to implement the arithmetic in
a Jacobian of HEC of genus 2 without using any field inversion in intermediate computations. The further
development of the proposed approach was shown in papers (Lange 2002b, Lange 2002c), where the results
were improved and extended to a wider class of HEC over even characteristic fields (Lange 2002b, Lange
2002c). As a prototype for practicable methods under discussion, the results of (Lange 2002b, Lange 2002c)
are considered.

Mathematical Background

In this paper, we are considering genus-2 HEC: v* + h(u)\/ = f (u) over field GF(p) with odd
characteristic, where h(x)=0, f(x)=x°+ f,x*+ f,x* + fx+ f,, f, e GF(p).

The divisor representation in Mumford form is given as [u, v], u(x)=x* +ux+U,, v(X)=V,x +v,,

degv < degu <2 and will be denominated as affine representation. The representation that does not involve
field inversion will be denominated as projective. In our case, the divisor in projective representation is given
by [u, v],u(x)=x*+U,/Z x+U,/Z, v(x)=V,/Z x+V,/Z , and is represented as [U,,U,,V,,V,, Z]
(Miyamoto et al. 2002, Lange 2002b). Where the divisor in weighted representation

[u,v] u(x)=x?+U,/Z2 x+U, /2%, v(X)=V,/Z2}Z, x +V,/Z}Z, , is represented as

[U,,U,,V,,V,, Z,, Z,] (Lange 2002b).

The aim of this paper is to develop a modified method of the arithmetic in the Jacobian of genus 2 HEC in
the projective representation with the purpose to increase the performance of the scalar multiplication in a

HECC.
Under the accepted model (Lange 2002a, Harley 2000), a typical addition of divisors is given by the addition

of the divisors [ul(x), vl(x)] and [uz(x), vz(x)],where the resultant r(ul(x), uz(x)) is not equal to zero, and
under doubling of divisor [ul(x), Vl(x)], where the resultant r(ul(x), h(x)+ 2v1(x)) is not equal to zero.

The proposed modification that provides a reduced complexity is based on Harley’s method (Harley 2000)
and its modification (Lange 2002a, Wollinger 2004). In this context, we suggest to use the projective
representation of divisors in the method being described.

In the algorithms of addition and doubling (Harley 2000, Wollinger 2004), the most difficult parts in terms of
computational complexity are operations in the polynomial function ring: division, inversion, reduction, and
multiplication.

Proposed Efficient Arithmetic In Jacobians Of HEC Over GF(p)

To decrease these operations, we propose to modify the addition and doubling algorithms as follows:

pass directly from operations in the polynomial function ring to the field operations using HEC with fixed
and small genus (i.e., 2) (Spallek 1994, Harley 2000);

simplify the arithmetic in the polynomial function ring by polynomial normalizations;



- normalize and minimize the Hamming weight of HEC parameters h(x) and f (X) These parameters set up
a special kind of HEC (Miyamoto et al. 2002, Wollinger 2004);

- normalize polynomial function u(x), steps 3 and 4 of algorithms 1, 2; steps 4 and 5 of algorithms 3, 4
(Miyamoto et al. 2002, Wollinger 2004);

- simultaneously invert several field elements with the Montgomery trick (Lange 2002b, Wollinger 2004);
- multiply polynomial functions of different powers with the Karatsuba method, step 5 of algorithms 1, 2;
step 6 of algorithms 3, 4 (Wollinger 2004);

- reduce polynomial functions by the Karatsuba method; step 3 of algorithms 1, 2; step 4 of algorithms 3, 4
(Harley 2000);

- exclude multiplicative field inversion by using the projective representation of divisors; step 2 of
algorithms 1, 2, 3, 4 (Lange 2002b, Miyamoto at al 2002).

Using the above proposed modifications, we obtain arithmetic algorithms on HEC defined by the equation
v?+h(u)v = f(u) over field GF(p) with odd characteristic in projective representation, where
f(x)=x>+ £, + f,x* + f.x+ f,, f, e GF(p), h(x)=0. The proposed addition algorithm is described
in Algorithm 1.
Particularly, with the algorithm of addition, there often arises a situation where one of the input divisors is
affine (Z is equal to 1), and the other one is projective. The result of addition is obtained in the projective
representation. For Algorithm 1, this input data allows for its simplification to Algorithm 2 which comes
with a decreased number of field operations and, hence, is of decreased complexity.

Algorithm 1. Addition of divisors
Input: div(Uy,, Uyg, Vi, Vig, Z,), div(U 4y, U g, Vag, Vg, Z5)

Output: div(U,U;,V,,V,, Z")=div(U,,,U,,,V,,, Vs, Z,)+div(U,;, Uy, Vo, Vi, Z,)

Operation Cost

Compute resultant 1: Z =Z,-Z,, U, =Z,- U, Uy =2, Uy Vy =2, Vy Vg =2, -V,,, 1M

T T 2
Y1 =U11'Zz _Uzlv Y, :UZO_UIO 'sz Y3 =U11'y1+y2 'Zl' r=y, y;ty, ‘Ulo-
2 Compute almost inversion iNV = r/u, mod u,: inv, =y, , inv, = y,.

3 Compute s =(v, =V, )invmod u;: Wy =V,y-Z, =V, W, =V, - Z, =V,,, W, =inv, - W,, M
w, =inv,-w,, s, = (inv, +Z, -inv,)- (W, +w,)—w, —w, - (Z, +U,,), sy =W, U, - W;.
If S, = O then consider special case.

% Precomputation: R=r-Z,5,=5,-2,8,=5,-Z. R=R-S,, Wy =5,-5,, W, =S, - S, M
W, =S-S5, Wy =W, -Uy, W, =R-s,

5 T T 2M
Compute | =SU,: Iy =W, Uy, I, =w, +w,, |, :(w1+w0)-(U21+U20)—I0 —w,

8 compute U= (s(1 +2v,)—k)u;*, k = (f =vZ)/u, : U = 2w, —s, -5,y, —R?, 25, 8M
U(;:s§+sl.y1-(sl-U11—252)+y2-Wl+2w4.V21+R-r.(y1+2U21)

! Correction:U(')=U6-R,U1'=U1'-R,Z'=S§-R 1S,3M

8 r_ VIR T T 2 (17 7 5M
Compute V' = —(8,1 + v, )modu’: V, =U/ (I, =U; J+sZ-[U] —w,V,, -1, ),
Ve =0 (1, —07)-s2 (1o +w, Vi, )

43, 46M

Algorithm 2. Mixed addition of divisors
Input: div(Uy;, Uy, Vi, Vig, 1), div(U sy, Usg, Vag, Vg, Z,)

output: div(U/, U}, V,,V,, Z")=div(U,,,U,,,V,,;,V,e, D)+ div(U,,, U, Vs, Vg, Z,)

Operation Cost




Compute resultant I' for U and U,: U, =2, -U,,, y,=U, -U, y,=U, -U, -Z,, 15.5M

2
Ya=Uy-Yi+Y, r=Y,-y;+Y; Uy
2 Compute almost inversion iV = r/u, mod u,: inv, =y, , inv, =y,
3 compute s = (v, =V, Jinv mod u,: W, =V, -Z, =V, W, =V, - Z, =V, . W, = inv, - W, ™
W, =inv, W, S, =W, —U,, - W,, 8, = (inv, +inv, )-(w, +w, ) —w, —w; - (U,, +1).

If S, = 0 then consider special case

4 Precomputatio: R=r-2,,8, =S,-2,,8,=5,-Z,, R=R-s;, W, =s,-S,, W, =S, - S;, M
W, =S,-S;, Wy =w,-U,,w, =R-5s,.
5 compute | =sU,: Iy =W, Uy, L =w, +w,, 1, = (w, +w,)-(U,, +U, )1, —w M
P 2- 0 0 ~200 12 3 2: 1 1 0 2 20/ 3
6 compute U= (s(1 +2v,)—k)u;*, k = (f =vZ)/u, : U] = 2w, —s, -5,y, —R?, 25, 8M
~ ) ~
U('):Sz+51'y1'(51'U11_232)+y2'W1+2W4'V21+R'r'(y1+2U21)
! Correction:Ué=U6-R,U1'=U1'-R,Z'=S§~R 1S,3M
8 ‘= —(h+s]+v,)modu’: V=0 -(I, —U; )+ 52 - (0] ~wV,, -1, 5M
Compute V' = —(N+S1+v,)modu .V, =U, -\l, -U; )J+S; - Uy —wW,V,, =1, )],
’ T T 2
Vo =U, '(Iz _Ul)_s3 '(Io W, 'Vzo)
4S, 39M

Similarly, with the algorithm of doubling, there often arises a situation when the input divisor is affine (Z is
equal to 1). The result of doubling is produced in projective representation. For Algorithm 3, this input data
allows for its simplification to Algorithm 4 which incorporates a decreased number of field operations and
which is of decreased complexity.

Algorithm 3. Doubling of divisor
Input: div(U,,U,,V,,V,, Z)

output: div(U;,U},V/,,V,, Z')=2div(U,,U,,V,,V,, Z)

Operation Cost
! Compute resultant I' for U and 2V (where V = (2v)modu ryZ,=2 2 \71 =2V, \70 =2V,, W, =V12, 35,4M
w,=UZ w, =V2=4w, w,=V,-Z-U,-V, r=V,-w, +w, -U,.
2 Compute almost inversion iNV = r/vmodu: inv, = —\71, inv, =Ww,.
3 5M

compute k = [(f —v?)/u]modu: w, = f,-Z +w, k, = 2w, +w, —Z - 2U,,
k, =U,-(4ZU, —w,)+Z-(f,-Z —w,).

4 compute s=k-invmodu : w, =k, -inv,, w, =k, -inv;, s, =w, —ZU, - w,, oM
s, = (invy +inv, )-(ky + Kk, )—w, —w, -(1+U,), s, =s,-Z.

If S, = O then consider special case.

> Precomputation:R=I’~Zz,§=R-Sl,W0=Sl-Ss,W1=SO-S3,W3=W1-Z,W4=R~S3. oM
® compute I =su, I =L,x? + 1 x+1: 1, =Uy-w, I, =U,-w,, |, =(w, +w,)- U, +U, )1, -1,. M
! COmputeu’:[Ier%IZv—s%(f—VZ)J/UZ:L]{J:s§+2w4.V1+R.r.2U1,U{:ZWS—RZ. 25, 2M
8 Correction:Ué:Jé-ls,Ul':Jl'-ls,Z'=Slz-F~2. 1S,3M

5M

9 Compute V' = —(s, +v2)modu':V1’:U1'-(I2 —U1'+W3)+ s? -(U(; —W4V1—|1),
V) =U/; -(I2 -V, +W3)—812 (1, +w, -V,).

6S, 35M



Algorithm 4. Mixed doubling of divisor

Input: div(U,,U,,V,,V,,1)

output: div(U],U},V,,V;, Z")= 2div(U,,U,,V,,V,,1)

Operation Cost
1 Compute resultant I for U and 2V (where V = (2v)modu): \71 =2V, \70 =2V, w, =V, w, =U/, 25,3M
w, =V,2 =4w, W, =V, -U, -V, r =V, -W, +w, -U,.
2 Compute almost inversion INV = I’/\7 modu : inv, = —\71, inv, =w,.
3 compute k = [(f —v?)/ulmodu: wy = £, +w,, w, =2U,, k, =2w, +w, —w,, M
ko =U, - (2w, —w,)+ f, —w,.
4 compute s=k-invmodu : w, =k, -inv,, w, =k, -inv,, s, =w, —U, - w,, M
s, = (inv, +inv,)-(k, +k, )—w, —w, -(L+U,).
If S, = O then consider special case.
S Precomputation: ﬁ =r-s,,w, = 512, W, =5, -S;. 15,2M
6 Compute | =su: l,=Uy,-w, I, =U,-w,, | :(W1 +W0)-(U1+U0)—|0 —1,. M
" Compute U’ = [I2 +§I2v—s%(f —VZ)J/UZ Ul =s2+2R-V,+r2.2U,, U] =2w, —r?, 25, 2M
8 Correction:Ué:J('J-ls,Ul'zle'-ls,Z':WO-ls. M
% compute V' = —(s,1 +v, )modu’: V, =U’ -(I2 ~U! +w1)+ W, -(~5 ~RVY, —Il), oM
V, :J{) -(I2 —L]l’ +w1)—wO -(IO +R -VO).
5S, 24M

Computational Complexity

Table 1 summarizes estimates of the computational complexity for the known arithmetic (Miyamoto et
al. 2002, Lange 2002a, Lange 2002b, Wollinger 2004) and the proposed Algorithm 1 to Algorithm 4 in the
Jacobian of genus-2 HEC for common cases. The computational complexity is evaluated in terms of field

operations.

Table 1. Summarized estimates of computational complexity of arithmetic in the Jacobian of HEC

Algorithm
Parameters of genus 2 HEC Addition Mixed addition Doubling dm‘gﬁg
Of [~ ] < Jofl~2[*[oi[r]*]0[r]*
Odd characteristic fields
Affine coordinates
f, =0 (Lange 2002a) 1] 3|22 1] 5 |22
Projective coordinates [Ul, Uy, V,,V,, Z]
deg(h)=2, h, € F, (Lange 2002b) 4 | 47 3 | 40 6 | 40 5 | 25
deg(h)=2, h eF,  (Kovun, a | a6 4 | a0 6 | g s | o5
Wollinger 2007)
h(X)= 0, f, =0 [proposed] 4 | 46 4 | 39 6 | 35 5 | 24
. . 2 52
Weighted coordinates lUl, U, V.V, 2,,2,,Z;], ZzJ
h(x):O, f, =0 (Lange 2002c) 7 | 47 5 | 36 7 | 34 5 | 21
Even characteristic fields
Affine coordinates
f, =0 (Lange 2002a) 1] 3 |21 1|5 |20




h, =0, f, =0 (Lange 2002a) 13 |21 1|5 |17

h(x)=x, f,=0, f,=f,=0

1 6 9
(Wollinger 2004)
Projective coordinates [Ul, Uy, V,,V,, Z]
h(x)=x, f,=0 f,=1f,=0 5 | 45 5 | 38 6 | 31 5 | 18
(Wollinger 2004)
h(x)=x, f,=0, fy=f,=0 4 | 44 4 | 37 6 | 30 4 | 17

(Kovtun, Wollinger 2004)

Weighted coordinates |U,, Uy, Vy,Vy, Z4, Z,, 27, 22, 2,25, 232, |

f, =0, h, #0 (Lange 200c) 4 | 46 5 | 35 6 | 35 5 | 24
f, =0, h, =0 (Lange 200c) 6

44 6 34 6 29 6 19

From Table 1, one can see that for GF(p) the proposed algorithms show a decreased complexity in
comparison to (Lange 2002b, Wollinger 2004).

Conclusions

We developed a modification of the arithmetic in the Jacobian of genus-2 HEC in projective coordinates.
The new formulas have a lower complexity in comparison to the existing algorithms (Lange 20023,
Wollinger 2004). The modification is characterized as follows:

- a decreased number of recomputed values due to pre-computations and reordering in comparison to (Harley
2000, Lange 2002b, Wollinger 2004);

- an increased number of pre-computed values due to reordering of field operations in comparison with
(Harley 2000, Lange 2002b, Wollinger 2004);

- an increased number of pre-computed values due to the use of dependencies among resulting polynomial
functions.

- a decreased Hamming weight of HEC parameters in analogy to (Lange 2002b).

The proposed modifications of the arithmetic in the Jacobian of genus 2 HEC allows for a 2% decrease in

complexity compared to the best previous results (Lange 2002a, Lange 2002b, Kovtun, Wollinger 2007).

From (Hankerson et al. 2000) it is known that the complexity of a simple scalar multiplication is, on average:
DSM = ¥%t-DA+t-DD,

where t is the bitlength of the scalar, DSM is the complexity of the divisor scalar multiplication, DA is
the complexity of the divisor addition, DD is the complexity of a divisor doubling. Thus, using the
proposed algorithms, we decrease the complexity of the scalar multiplication by 1%t field multiplications in
comparison with (Kovtun, Wollinger 2007) and by 7t filed multiplications in comparison with (Lange
2002a).

For the implementation formulas from (Lange 2002a, Kovtun, Wollinger 2007) and proposed are used
Microsoft Visual C++ 2005 without assembler. For the performance benchmark is used workstation with
AMD AthlonXP (Barton core) 2500+ MHz CPU and Microsoft Windows XP OS.

Jacobian arithmetic based on the own fast finite field library tuned to the latest x86 processors family.

Table 2. Experimental timings for the simple scalar multiplication of weight 2 divisor [ms]

Results / Base field GF(p8O) GF(p84) GF(p16l)
deg(h)=2, h, € F, (Lange 20020) 11352.6 12209.4 66288
deg(h) =2, h; € F, (Kovtun, Wollinger 2007) 11156.24 11998.22 65268.8
h(x)=0, f, =0 [proposed] 10463 11252.66 61313.6




When using the proposed formulas, we can reduce the time for a scalar multiplication by approximately
6.2%.
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